REMINDERS Im ago

Social media, digital and online
abuse and harassment:

What is it and what can we do
about it?

@BUCC

i tyCollegeCork.lolad

Kenneth Burns, Olwen Halvey,
Fiachra O Suilleabhain and

Amy Bradley



Social media, online & digital abuse and harassment

This @UCCsocialwork research study examines social workers', probation officers' and social work students' social media usage
(2022-present). Phase one examined: 1) these groups' social media use, and 2) their experiences of online and social media
abuse and harassment through a national survey. Phase two involved qualitative interviews with social workers and managers
in the Child and Family Agency. For further information, contact Dr Kenneth Burns, principal investigator

at k.burns@ucc.ie. Click on the boxes below to access resources, and outputs from the study.
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“In our view, the benefits of
having social workers, students
and probation officers, both In
their personal and professional
capacities, participating,
engaging and being members of
social media and online
platforms, outweigh the potential
negatives”.

British Journal of Social Work (2024) 54, 3274-3294
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Abstract

An estimated five billion people use social media globally. The digital world enables
networking and community-building beyond geographical and jurisdictional bound-
aries, it can facilitate information-sharing and knowledge development, and facilitates
speedy access and communications links. On the other hand, digital and social media
platforms can also be sources and purveyors of hurt, discimination, defamation, ha-
tred, abuse, cyberbullying and disinformation. Their increased usage within profes-
sional practice has become a nascent area for scholarly debate and research. Our
scoping literature search indicated that there are very few studies examining this issue
within the profession. This article seeks to address a considerable gap in the research
by reporting the findings from an exploratory study in Ireland focusing on social
workers, probation officers and socal work students. Three hundred seventy-nine par-
tidpants completed an online survey on their experiences of using social media, with
ecighty-three (21.9 per cent) participants indicating that they had experienced online
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“In this paper, we use ‘online and digital abuse and harassment'.
By using this term we mean a set of behaviours and practices,
whether single or multiple events, by individuals or groups using
digital technologies and devices, social media platforms, and/or
the internet to send or post direct or implicit messages that are
abusive, threatening, or stalking or harassing behaviours of a
person. The intention is to cause upset, distress, harm, shame,
reputational harm, or to exert pressure to get a desired outcome.
It Is not confined to a physical workplace, it is generally publicly
visible, it can impact more than the intended recipient, and posts
are sometimes without attribution (Burns et al., 2024, p. 3291).
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Two-thirds of young
women in Ireland have
been harassed online
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Two-thirds of Irish girls and young women have been harassed
online, and Snapchat and Instagram are the social media
platforms that are most likely to be used for harassment. File
picture
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A third of children have
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Almost all candidates surveyed used social métia, BBC News, South East
particularly Facebook and Instagram.

ADVERTISEMENT

Racism, rape and death
threats: One weekend
of social media abuse in
football
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SOCIAL MEDIA
Online abuse sees Irish
politicians install home security
over fear of real-life attacks

The media regulator’s stark warning comes just

days after a significant online threat to Simon Irish Independent @ Subscribe 2 =
Harris’s family. )
11.01am, 2 Sep 2025 A~74.0k M Louth o Change county,

= (@ Jrish Examiner

NEWS: SPORT. LIFESTYLE BUSINESS (ORINION News Sport Business Lifestyle Drogheda & Sout

IN FOCUS: Future Cork Six Nations Iran Donald Trump

‘No public representative... should
have to tolerate this’ - Councillor
subjected to ‘vile’ online abuse

HOMEPAGE

'It hits you in the heart":
Teacher speaks out after
being cyberbullied by
students in his school

/ NEWs

Six Nations 2026
Itoje warns against ‘corrosive’
social media after racist abuse
of Edogbo

Ciaran Kavanagh speaking at the ASTI conference in Wexfor
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WHAT WE LEARNED IN PHASE 1

-
<
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02% of social workers use social media

1 in 6 social workers experience social media abuse and online
harassment in the course of their work (1 in 5 if you include personal)

Online abuse/harassment occurred even when practitioners
exercised discretion and were privacy-aware on social media;
you don’t have to be on social media for it to happen

‘It can get under your skin’: impacts were experienced at personal,
familial and professional levels. Social workers were often left to
individually deal with the online abuse, but participants noted that this

has improved over the last few years



WHAT WE LEARNED IN PHASE 2

,\

Facebook was the main platform used for abuse and harassment
reported by 18 of the 19 participants.

The parents of children in care or children being supported by
the child protection department were most likely to engage in
abuse or harassment (11; 8 mothers and 3 fathers)

Experiencing online/social media abuse and harassment, at least
for this sample, was not a high-frequency experience for them

Secondary distress could be caused for workers when their employer left
them to manage the issue partly, or mostly, on their own.



What happened?
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27% received
threats of physical

1in 3 experienced violence sometimes

digital or cyber- or often
stalking.
10% have received
Nearly1in 5 threats of sexual

experienced online violence (2%
requests for people to reported thatis has
turn out outside their =~ happened often).

home to protest.

Nearly 75% of those
experienced
online/social media
behaviour which T

made them

. e
uncomfortable (but ‘ -
not threatened). "

SOCIAL MEDIA, DIGITAL, & ONLINE ABUSE
KEY FINDINGS

Over a quarter were
targeted by an anti- or
hate group.

4% reported racist
abuse (2% sometimes;
2% often).

6% reported
LGBTQI+ abuse (2%
sometimes, 4%

often).

23% reported
audio/video material
being posted online

without consent.

Colaiste na hOllscoile Corcaigh
University College Cork, Ireland



What happened?

“... aclient...would have set up a fake account
using my name, and then would have
requested friends of my friends." — Shirley

"And then she posts, started posting on this
website called shameyoursocialworkers.com.
...... It's an English site.
Shameyoursocialworker and she started
posting there." Lily




What happened?

"... she put up a video on Facebook. It
was about 45 minutes long, just a black
screen with her talking about how there
was a bullet with my name on it." Rachel

"... photographs of my children were put
up online." Debby




What happened?

Client emalled organisation to say
manager was sexually abusing children.
Posted similar messages on Facebook.
Shared allegations with an investigative
journalism section of the national
broadcaster.

Appeared on a podcast to repeat
allegations leading to threats.
Allegations were 100% false.




Distinguishing between complaint and abuse

experience has not been good. But then

when it veers in, going:. Tll get you’, like,
and that kind of threatening language
coming into it. | think that's probably when it

crosses the line"

“I'd expect a level of people putting up stuff,
maybe not so much identifying who they're \
dealing with, but saying that, actually, their

Rachel



What does a good
response look like?
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What participants in our study said they
needed: a good response

1. Someone to recognise what was happening as a workplace
ISsue.

2. Someone to be empathetic, not just follow the policy.

3. Someone to “have their back” / advocacy / leadership.

4. Access to legal support, where necessary (takedown requests).

5. Risk assessment (personal, family, team).

6. Understanding peers (family usually are not told about it)

/. Manager/agency do not need to be social media experts to
effectively support a staff member.




What can | do?




Spring clean exercise

1. When was the last time you reviewed your social
media settings?

2. What level of privacy / ‘visibility’ are you comfortable

with?

What changes do you need to make, if any?

What social media accounts do you manage for

community groups / sporting organisations?

5. I'm not on social media: what has any of this got to
do with me?!

= W



Spring clean exercise

Ask a friend / family member to search for you

* Learn from feedback and review your setting

* Repeat the search

 If you are not on social media, it is likely that there is still materials up
on the web/SM about you

« Google search

« Search social media apps

 |s there any content that could result in your being doxxed?

« Put yourself in the shoes of a service user and review the content
through their eyes




SOCLAL MEDLA SPRING CLEAN AND SET  TINGS:
QUICK TIPS FOR SOCIAL WORKERS & PROFESSIOMNALS
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POSITIVES

There are many positives o being on social

"""""""""" miedia: many of those who experienced
abuse or harassment in this = tudy stayed
on these platforms.

FRIEND REQUESTS

This can b2 tricky to respond to as this is
how social media works, but it led to =scome
practitioners fooling uncomfartabla.
Friend requests to personal accounts
usualky led to changes to privacy settings.

STAY OR GO7T

wihat are the pros and cons of using so-cial
media for you? Is it woarth keeping these
accounts cpen for your life, work & health™
Our recearch indicated that closing your afc
is unlikaely to stap the abuse or harassmeant.

OTHER ACCOUNTS

Some of the study participants were
located and contacted through accaounts
that they managed for community
groups, @wen though their own privacy
settings were strong.

"M NOT ON SOCLAL MEDILA

Quite a fow study participants experiernced
e digital abuse and harassment ewven though
they were ot aon soeclal meaedla. Usae the

repocrt butbons in the app._, inforem your
armployer, andfor An CGarda Siechina.

M. BURMNS, ©. HALVEY, & F. & SUILLEABHAIMN (20245}
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A QUICK G D E T
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H A T DO IF IT
TO Y OU
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Inform your employer, if work-
related. Request supports and
resources.

Assess risks to you, colleagues,
and/or family. Review your social
media settings and content.

Report (where necessary):
platform, police, agency
reporting systems.

Utilise agency policies &
procedures.

Access supports.

Deaetailad adwvice and information
on the link / QR code below.

ﬁ IJ (:C @I CCsocialwork

e Ty ey | =T = - N = N = =
Codsdriz ra ML o 2 Cores oh RE R B = ] I I TS PR A B T [

K. Burns, O. Halvey, F. O Sidilleabhdin & A. Bradley (2024)



REFLECTION, ASSESSMENT AND ACTIONS

What and whom are you concerned about? Clarify & list your concern(s) (include frequency + assessment of severity). Who is impacted?

What are the implications? What is in the best interests of service users? Is there a justifiable reason why the person is upset, even if how they express this upset on

social media is causing you distress? How might this issue impact your work with a family / community / group / individual / colleague? How might the social media
poster’s own experiences of trauma and the pressures associated with an intervention, influence their online behaviours? How might cultural and age differences

about sharing information on social media be influencing your experience? Remember: social media is not real life; however, what happens on social media can

have real-life implications.

SOCIAL MEDIA ABUSE,
ONLINE HARASSMENT AND
SOCIAL WORK soeomon

KENNETH BURNS, FIACHRA O SUILLEABHAIN, KERRY
CUSKELLY & PAT KELLEHER

BUC




What to do — suggested actions

1 Work or personal? If work, it is not your sole responsibility
2 | Document the concern with relevant details, including screenshots, links, dates, and time.
3 | Report the issue to your immediate supervisor / manager.
4 | Do not respond / engage

What are the potential risks to you, clients, family members? (safety, reputation, harm, community,
> relationships)

What immediate/medium term actions could be helpful? (court order, take down requests,
° reporting, mute, blocking, police, etc.)
7 | Follow the advice in your social media policy
8 | Engage supports (team, personal, family)
9 Self-care strateaies




SOCIAL MEDIA AND ONLINE ABUSE

ADVICE FROM PARTICIPANTS IN A ®UCCSOCIALWORK
STUDY FOR THEIR PEERS

EE

PEER—TO—PEER ADVICE

= Take Action ImMmmediately: “Dont let it continue wuntil youw
get to the point where youw re thinking, ok, I now want to do
something aobouwut it”. Act as soon as something occurs
amnd “Don't brush it off as just orne of those things that youw
hawve o agccepil, cause it's Nnoi...”

= Work—Life Boundaries: This is a work—related issue and
should be contained, where procticable, within working
hours. Try mot let this eat into your personal amnd farmily
tirme by regularhy checking for posts.

= Abusive Content: As hard as it Mmooy be, abstain from
wviewing the negative content, “Dont wiew, dont go onto
Twitter (X)) or wherewver it's been posted and wiew it".

= Do NMNMot Engage with the Perpetrator(s) as study
participants believed that it is mnot a helpful response, that

e it Mmay “legitimise™ their behawiour, and/or “escalate™ the
situation. 81% of survey participants did not engage.
= Do esngoage with supports: reach out to colleagues,
o o manoage rnent, occup-aticoral health, Gardaoai (police),
andfor legal services for support and adwvice.

- Rewiew Security Settimgs: You hawve awveary right to hawve
and enjoy a personal social media account. Howewer, it is
important to make sure that your social mMmedia settings
are set to protect yvour online safety & privacy.

= Skills: If required, ask a tech-—-soawwy cclleugueffriend to
help you review your social media settings.

= Social Media Use: Be cautious about what you share
online. Consider when posting content you wouldn t want
publicly visible to those wiho are not friends or farmily.

= Evaluacte: Evaluate the pros and cons of social media:
sewveral study participants stated that they wouldn't be on
social mMmedia knowing wihat they know now. Howewer,
most still kept their accounts open despite the abuse.



PRACTICAL ACTIONS

* Social Media Policy: Familiarise yourself with your
e agencys social media policy and other relevant
D guidelines (available on our website below).
—— * Report (management): Report any incidents to your line
manager as soon as possible. If relevant, ask your
p— organisation to issue a "take down" request on your
behalf.
» Report (police): Report relevant incidents to An Garda
Siochana (police) to have it on record, if appropriate, and
you are comfortable to do so.
» Report (social media): Report abusive content to social
media platforms (see our website for advice).

SUPPORTS

* Peer Support: Reach out for emotional and practical
support from peers. Study findings highlight the
importance of having support from team members.
Participants rarely sought support from family.

* Managerial Support: Seek support from vyour line
manager: they can often provide guidance and
resources to support you through this time. They do not
need to be a social media expert to provide effective
support (see website for a guide for managers).

M
M
O

A. Bradley, K. Burns, 0. Halvey & F. O Sdilleabhdin (2024)

Further advice & resources: &= L1 | @ucCsocialwork

UCC.IE/EN/APPSOC /RESEARCH/PROJECTS/SMOA sy v eof Eppiod Secll Sades



Accountability and regulations

1. Europe / UK model higher regulation / move towards accountability
(e.g. Digital Service Act 2024)

VS.

2. US light regulation model / low accountability & antagonistic
towards countries that are seeking to regulate social media
companies
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Block the person/s and report the to the social media network
4 (see further information below)

5 Inform your line manager

All incidents need to be recorded on NIMS: This will allow us to best provide
support and assure your safety. Recording these incidents on NIMS is an
essential way for us to provide security for all our staff and respond
appropriately. You can access NIRF-01 on the Tusla Hub and this should be
inputted through your local line management structure

=

[]
An Ghniomhaireacht um

Leanai agus an Teaghlach
Child and Family Agency

Communications Section

Office of the Chief
Executive

Social Media
Staff Use
Guidelines



Block the person/s and report the to the social media network
(see further information below)

Inform your line manager

All incidents need to be recorded on NIMS: This will allow us to best provide
support and assure your safety. Recording these incidents on NIMS is an
essential way for us to provide security for all our staff and respond
appropriately. You can access NIRF-01 on the Tusla Hub and this should be
inputted through your local line management structure

TUSLA

An Ghniomhaireacht um
Lea

nai agus a
Child and Family Agen

Communications Section

Office of the Chief
Executive

Social Media
Staff Use
Guidelines



All incidents need to be recorded on NIMS: This will allow us to best provide
support and assure your safety. Recording these incidents on NIMS is an
essential way for us to provide security for all our staff and respond
appropriately. You can access NIRF-01 on the Tusla Hub and this should be
inputted through your local line management structure

[]
An Ghniomhaireacht um

Leanai agus an Teaghlach
Child and Family Agency

Communications Section

Office of the Chief
Executive

Social Media
Staff Use
Guidelines



WHAT TD 00 IF R STAFF MEMEER |5 ABUSED f
HARRSSED ON SDGIAL MEDIA: ADVIGE FOR NMANAGERS

AOYICE FAOW PARTICPANTE IH & mULCSICIAL'AMOR STULY OW THIS TOMLC

1. CHECK IN. LISTEH, & ASK QUESTIONS
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. we'hak Ao ou need to o nex1 &@ Q rsondgery

) 2. PERSONAL OR AGEMCY ISSUHE?
.d'- " abu=c cor horas=menkt omsaclol madio 1=
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%, A SUPPDRTIVE WORKING ENYIRDNMENT
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L. PEPDRTING RESPOMSIEILITIES
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CoOMmpony requlrscy
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SOCIAL MEDIA SPRING CLEAN AND SETTINGS:
QUICK TIPS FOR SOCIAL WORKERS & PROFESSIONALS

WHAT T0 DO IF A STRFF MEMEER IS ABUSED f
HARRSSED ON S0DGIAL MEDIA: ADYVIGE FOR MRANAGERS

AOYICE FAOM PARTICIPANTE IH & MUCCSICIALAMORE STULY OH THS TOAMC

SOCIAL MEDIA AND ONLINE ABUSE .

Q ADVICE FROM PARTICIPANTS IN A @UCCSOCIALWORK ¢
STUDY FOR THEIR PEERS

PEER-TO—-PEER ADVICE

=+ Take Action Immediately: “Don't let it continue until you
get to the point where you're thinking, ok, | now want to do
something about it”. Act as soon as something occurs
and “Don‘t brush it off as just one of those things that you
have to accepil, cause it's not..”

= Work-Life Boundaries: This is a work-related issue and
should be contained, where practicable, within working
hours. Try not let this eat into your personal and family
time by regularly checking for posts.

= Abusive Content: As hard as it may be, abstain from
viewing the negative content, “Dont view, dont go onto
Twitter (X) or wherever it's been posted and view it".

1. GHECK |N. LISTEH, i ASK QUESTIONS

Hony of the participonts 0 this study Sokd thak
o s ol Thars Ba adek P ERaty wesnn, Aok
Wy hol Fappened? Howe ore you feehing@ Wil
—an | da o haoip™ Eay: wau ans Mat oF waur O
' hal g ol need To #o ne=1 ¢& a ronagery

PERIODIC REVIEWS
Settings on social media platforms can
<change regulariy. Sct a reminder to
review avery 6-12 manths.

2. PERSONAL OR AGEMECY ISSUE?

IFabuse or horassment om soclol madia s

&F

5 AFT melotedto an ernplowvas’s wark for the agancy, FIND ME ...
¢ T SITIo0yEr N6 0 auly o1 Care. Sty - S ms i st e SN ENGAGEMENT
rticipante descrdbecd R o= o seccnd source aﬂf"ﬁ::cw;;ﬂ??;wu' Furtherrevise
- i FEneE = = Do Not Engage with the Perpetrator(s) as study
af distrass wihan thay wara teld Ehat this wos participants believed that it is not a helpful response, that
a1 vl ul b s esdairoess urg Leves o it may “legitimise” their behaviour, and/or “escalate” the

situation. 81% of survey participants did not engage.

Do engage with supports: reach out to colleagues,
management, occupational health, Gardai (police},
and/or legal services for support and advice.

WHAT'S IN & NAME?

Some participants changed their profile :

names and bios.. mostly using the non- o

English version of their mname or sorme

3. ASSESSING SAFETY b RISK ather shatucation.

ATE FGra Fiks 16 StATT or tners wwinct 1 e . [ r——rESARE
PREVELANCE
rralure of Lhees rieka T Wi rgesdds L ke’ \ "
- P E R [ S L [ e 2k S Review Security Settings: You have every right to have
wWWhot proct oCl mmacione steps con $ou experience abuse ar harassment online or
[T . on social madia. Many made preventative and enjoy a personal social media account. However, it is
E’l: E # -"'F.l taks? Refor to, and Im plermicnt, rslaesant changes to privacy settings on their social important to make sure that your social media settings

media accounts when they started wol N -
are set to protect your online safety & privacy.

skills: If required, ask a tech-savvy colleuguelfriend to

help you review your social media settings.

+ Social Media Use: Be cautious about what you share
online. Consider when posting content you wouldnt want
publicly visible to those who are not friends or family.

= Evaluate: Evaluate the pros and cons of social media:
several study participants stated that they wouldn't be on

POSITIVES _ _ . social media knowing what they know now. However,

Lishs QUG Ly Berllience ehg S Sl most still kept their accounts open despite the abuse.

PRACTICAL ACTIONS

abuse or harassment in this study stayved
rise yourself with your

agarey paiclea, Scrernenad, reaord svidencs
B mhare wilh relesanl pergone.

TAGGING & RESPONDING
Many of the study participants asked
friends and family members not to tag
or mention them |n posts and photos.
81% of those who received abuse or
harassment, did not raspond or engage.

4. A SUPPDATIVE WODRKIMG EMYVIRDNMENT

SOl mowa an expeciotss of 0 adle wWorking
arircmmment, which nows Incklac=s digial
oty Suppaotke maanngars llEtanAd,
el Ll Line sz O weork iBese Tocinla e &n these platforms.
access ta resources, aond wwers com possionokbe.
Any wwhot con tha argonisation do to halp™

= Social Media Policy: Fami
— agency's social media policy and other relevant
— guidelines (available on our website below).
— = Report (management): Report any incidents to your line

FRIEND REQUESTS

This can be tricky to respond to as this is
how social media works, hut it led to some
practitionsrs fesling uncomfortabls.
Friend requests to personal accounts
usually led 1o changes to privacy settings.

manager as soon as possible. If relevant, ask your
organisation to issue a “"take down” request on your
behailf.

KK

STAY OR GO7

rezp=d Bl supporlT Hoes Lhe inadent Been
reparted to tha soclol madio plotform® Ca

what are the pros and cons of u
media for you? Is it warth kee|

accounts open for your life, work & health?
Our research indicatad that closing your ajc
is unlikely to stop the abuse or harassment,

= Report (police): Report relevant incidents to An Garda
Siochdna (police) to have it on record, if appropriate, and
you are comfortable to do so.

= Report (social media): Report abusive content to social

ol nasad to notify AR Garca SkechAno™ Is o
“Laakei clowen” reguoes]l G e goaoal rree e
Compony requinadv

media platforms (see our website for advice).

SUPPORTS
located and contacted through accounts

that they managed for community = Peer Support: Reach out for emotional and practical
groups, even though their own privacy support from peers. Study findings highlight the

OTHER ACCOUNTS

Sone of the study participants were

M
L PEPORTING RESPOHSIAILITIES
W [0 NEeds To ENdes? Wil Tha Snart mener
L

FOR WDHE DETAILED AOYICE AOHD HESOWACES: —ettings were strong. importance of having support from team members.
UEGIE;"EHIAPPEEGIHESEAEE HJ’P““JEETE;SH“H Participants rarely sought support from family.
-~ - DA SCAH THE DR COOE M NOT ON SOCILAL MEDLA - = Managerial Support: Seek support from your line
SCAH MAE G &) it Sy PR ES i cr R e [m] M= [ ] manager: they can often provide guidance and
-~ digital abuse and harassment sven though ] — Fo

El"‘ they were not on soclal medla. Usa the -?_ T o resources to support you through this time. They do not
report buttons in the app., infarm your P L need to be a social media expert to provide effective

e 1L £ murms, F. b Sl esnieiin. 0. BARA] (2650 P K s eupport (ses websits for & guide for ranagers).
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What does a good response [
Advice for managers from a manager look like? Advice for front-line staff ©®

Watch our short video Advice from participants in our study Watch our short video




Need more

information?

No Yes

Dr Kenneth Burns, Olwen Halvey,
Dr Fiachra O Suilleabhain and Amy Bradley

k.burns@ucc.ie



